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Introduction

» Traffic classification is one of the hottest issue in modern networks.

» Accurate, Complete, and Real-time classification of Internet traffic is
necessary for efficient ...

Network Operations and Management
Capacity Planning

Provisioning

Service Differentiation

Cost Reduction

» So far, lots of methods have been introduced.

However, there is no single method that satisfies the three requirements

» This talk focuses on

KNOM Tutorial 2011, Z+IChstm Global leading campus 7, .

KU-MON real-time traffic classification system we have developed
Smart-Phone Traffic Classification on a campus network
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=>» Definition of Traffic Classification NM Lab. http://nmlab.korea.ac.kr

Definition of Traffic Classification

» General process of traffic classification > per-flow process

Capture Packet =>»| Generate Flow p=>| Extract Feature [=>»{ Identify Flow p=—>| Classify Flow

" Capture packets from network link in passive mode.
+ Using the mirroring function of network devices
+ By tapping directly from a target network link.

® Generate flows

+ Aggregation of packets with same 5-tuple packet header information
(src_ip, src_port, dst_ip, dst_port, portocol)

o A flow could be uni-directional or bi-directional

+ A flow contains 5-tuple header info. and other additional data
(packet count, byte size, timing info. statistical info. etc.)

- 5 - The center of Korea lf/})
KNOM Tutorial 2011, ZrICHstm Globalleadingcampus %,

KN



=>» Definition of Traffic Classification NM Lab. http://nmlab.korea.ac.kr

Definition of Traffic Classification

» General process of traffic classification > per-flow process

Capture Packet =>»| Generate Flow p=>| Extract Feature [=>»{ Identify Flow p=—>| Classify Flow

" Extract Features from a flow
+ Header Info: IP address, port number, TTL, etc
+ Payload Info: payload data of first n packets in a flow
+ Statistics Info: distribution of packet size, time, jitter, etc.

" Determine the identity of each flow
¢ Protocol name or application name
+ Payload, Header, Statistics, Protocol Semantics, Correlation

" Classify flows into groups according to their identity.
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Definition of Traffic Classification

» General process of traffic classification > per-flow process

—>| Classify Flow

—>| Identify Flow

—>»! Extract Feature

—>»| Generate Flow

Capture Packet

» Typical system for traffic classification

INTERNET
-~
3 N
raw packets flow . flow | Classification On-line
E— -
_—— Flow Generator Flow ldentifier Result >processmg
&= router J _
Target Network signature
[ — _ Off-line
Packet Signature | .| Application processing
Capture Analysis Signatures |
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Application traffic classification

» Traffic Classification in the perspective of network layers

" Classification in network layer
¢ IP, ARP, RARP, ......

" Classification in transport layer
o TCP, UDP, ICMP, ......

® Classification in application layer
o HTTP, SMTP, FTP, SSH, NTP, SIP, RTP, RTCP, ......

> Is that all?

" Application-layer protocol based classification is not enough
" Application based classification is more desirable.

- 8 - The center of Korea lb}){_
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Application traffic classification

> As a result

" The application traffic classification is so complex that it is not easy
to determine what is the identity of a traffic flow

» Our approach is ...

" 4 level classification for each flow

|__Flow | Application | __Process | Protocol | Function |

. . flowl NateOn nateonmain.exe  NateOn Login

" Application _ .
flow2 NateOn nateonmain.exe  NateOn Text chatting

u ProceSS flow3 NateOn nateonmain.exe  NateOn File Transfer
flow4 NateOn nateonmain.exe ~ RTP/RTCP  Voice chattin

" Protocol / :
flow5 Fileguri filegurimain.exe  Fileguri Search

. .

FunCtlon flowb Fileguri filegurimain.exe  Fileguri File Transfer

flowb Fileguri fscagent.exe HTTP update

" Network managers are interested in application and function level
classification more than the protocol level classification

Il
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Methods in Traffic Classification
» Port-based

» Payload signature based
» Protocol semantics based
» Statistical analysis based
» Machine learning based

» Correlation based
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KNOM Tutorial 2011, ZrICHstm Globalleadingcampus %,

N



NM Lab. http://nmlab.korea.ac.kr

Methods in Traffic Classification

» Comparison of several classification methods
" Accuracy and completeness
® Cost of signature generation and maintenance
" Processing overhead
" Dependence on location and time

Locality
Accuracy Cost of :

oo Cost of Signature Dependence

Method - (Rule)

(Rule) Operation A T
c | Maintenance Ime

ompleteness Extract Dependence
Well-Known Low Low Low Easy Independent
Port Low dependent
i dent
PEIEL High High High Difficult Independen
Signature High dependent
, Hiah dependent
Machine 9 High High Difficult epencen
Leaning Mid dependent
High dependent

A2 2 High High Difficult
Correlation Low dependent
i High Independent

Appllcapon High High Difficult
Behavior Low dependent

I
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Performance Criteria

» Performance Criteria for Traffic Classification Methodology

» Coverage
" Number of Applications supported by the given method.

» Completeness
" Rate(%) of traffic classified by the given method

» Accuracy
" Quality of the classification result by the given method.

» Scalability

" Number traffic volumes processed at a time by the given method

» Robustness

" Ability to deal with the effects of asymmetric routing, packet losses,
and reordering by the given method.

- 1 4 - The center of Korea |f/}}{.
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=» Evaluation of Traffic Classification

Accuracy and Completeness

» Focus on the accuracy and completeness of a given method.
® Accuracy and completeness highly depend on the converge

NM Lab. http://nmlab.korea.ac.kr

Byte Performancg

\
( Packet Performance
- )
Coverage Flow Performance
# of supported
application
4 N N D
Overall Accuracy
Quality of the e
Classification for —_
total traffic 8"’ Q) >
Evaluation Accuracy False %2 2 >
Quality of the positives = n
Parameters o s . —h D
Classification this application is o — E
Individual Accuracy X”, while it is not (" Unclassified ) Q g g
Quality of the “this application is = D
Classification for Unknown”. while it o &
application X False s X S g’; S
Negatives | 5 | @
“this application is Q «Q ®
not X", while it is Mis-classification 8 O
“this application is D
Y”, While it is X
../ _/
- J L
Completeness J
% of traffic
N classified J
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=> Evaluation of Traffic Classification NM Lab. http://nmlab.korea.ac.kr

Ground-truth traffic data

» How to get the test traffic data?

» The scope of test traffic data

" Whole traffic from a target link or network ?
" Subset of traffic ?

» The ground-truth answer
" How to get the ground-truth answer to the test traffic?
+ Manual collection
+ Port-based collection
+ Signature-based collection
+ Agent-based collection

- 1 6 - The center of Korea lb}){_
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=> Evaluation of Traffic Classification NM Lab. http://nmlab.korea.ac.kr

Test traffic combination

» When a classification method is applied to a traffic data

- Total Traffic —
Classified Traffic In-coverage Traffic -
. ab b 3
@
3,
>
bc a
ac °
Q
=R
@)
¢ Ground-truth Traffic
N J

Set(a) is traffic classified by a given method
Set(b) is all traffic belong to the application in coverage
Set(c) is all traffic whose answer is found.

» Need to determine the range of traffic data for evaluation.
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= KU-MON NM Lab. http://nmlab.korea.ac.kr

What is KU-MON?

» KU-MON(Korea University - MONitoring)

" A real-time traffic monitoring and analysis system for enterprise
network as well as backbone network

" Developed from NM Lab. Dept. of CISE, Korea Univ.
" Deployed at Korea Univ. Sejong campus network.

» KU-MON system at Korea Univ.

® Captures all of the packets at the internet link of our campus.
® Generates flow and packet data
" Distributes the flow and packet data to multiple analysis servers
" Analyzes traffic data to get useful information
+ Classification and evaluation system
" Displays the analysis results on the web.
¢ http://kumon.korea.ac.kr

- 1 9 - The center of Korea |f/}}{.
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= KU-MON NM Lab. http://nmlab.korea.ac.kr

KU-MON - system architecture

KU-MON

@ iq M
ol o S~ o TTee-l__
yTraﬁicAnalyzer ol T e
raw packets ISR f@ Fi!
. Flow Data iq PR manager
= , - _) --- e
\ o o 3 R - 2
/_% Flow Generators Traffic Analyzer P fé’:i!
. PG - /" “manager
Enterprise Flow Data : Fio0 Traffic Analyzer .~
Net K Packet Data - L
Sntlr Flow Data__, 24
o [ ')
~
\ ) \ Flow Store Traffic Analyzer

» Flow Generator generates flow and packet data with our own format
» Flow Analyzer performs various analysis tasks

» Flow Store stores flow and packet data for on/off-line in-detail analysis
® 100 TBytes of disk raid for 1year traffic data

» Manager accesses the analysis results through web.

I
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= KU-MON NM Lab. http://nmlab.korea.ac.kr

KU-MON — web-based user interfaces

Traffic Report v1.0

Iraffic Classification

By Metwork Management La
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=> Traffic Classification in KU-MON NM Lab. http://nmlab.korea.ac.kr

Traffic Classification System in KU-MON

» Overall structure for KU-MON traffic classification system

Target Network \

N
RN ﬂ:> Signature
Si n.éture Rl ) Signature
ngerator Generation
A\
——————————————————— ] A
: Flow Generator  Flow Store Flow Identifier: Traffi
— N N B ! . | Classification ) g ratfic
o ::'::)iq I V)ign > HI = | Result </éﬂ;;- Classification
|
Router 7" <{sg——"""""—"""""7"—"T"—7"——
Traffic Classification ﬂ X
Performance g _ é“’ Performance
Analyzer §- 1 Estimation
i v
| N
i_;l lczalrourgi-:ruth Ground-truth
- |:> ow Data ;
neration
Ground-Truth Generatio
Generator A 4
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=>» Traffic Classification in KU-MON

NM Lab. http://nmlab.korea.ac.kr

Multi-level Traffic Classification

» 1-Level
" FG(Flow Generator)

» 2-Level
® Header sig.-based
® Statistic sig.-based
" Payload sig.-based
" Behavior based

> 3-Level
" FI(Flow Integration)

> 4-Level
" CAC
(Correlation Algorithm
Classifier)

KNOM Tutorial 2011, Z-iCjstm

Multi-Level Classifier

Internet

Switch %

lassificatio

PC : Packet Collector

FG : Flow Generator Result

HSC : Header Signature Classifier

S5C : Statistic Signature Classifier

PSC : Payload Signature Classifier

BAC : Behavior Algorithm Classifier

Fl : Flow Integration

CAC : Correlation Algerithm Classifier
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=>» Traffic Classification in KU-MON

Ground-truth Generation

I
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=> Traffic Classification in KU-MON NM Lab. http://nmlab.korea.ac.kr

Ground-truth Generation
» TMA for ground-truth traffic data

B TMA is a tiny agent program installed at the end hosts.

" TMA gathers socket and process information and send them to the
central server called TMS.

®" TMA is installed at over 300 end hosts in our campus network.

» Assessment Network

" The ground truth traffic data is created from the TMA record and
flow record. - Campus Network ~

I
I
-
% ﬂ |:> ﬂ low Data  Flow Analyzer
|
J

ﬂ | Ground-truth
*r v | Flow Data

55“\ ©

J
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=>» Traffic Classification in KU-MON NM Lab. http://nmlab.korea.ac.kr

Ground-truth Generation
» TMA Monitoring System(TMAM)

Y

Location Code IP Range Usage call Etc.
NI 3= 11 230,201 ~ 230.251 35 1396 every vacation
oiorx& 12 216.165 ~ 216.229 32
pCH 13 216.141 ~ 216.164 13
MM Lab. 14 230.33 ~ 230.30 4
215.3~218.x 224.x
Ete = 229.x~230.% ?
ZHEFE L 21 211.21 ~ 211.38 68
Hiz 22 211.90 ~ 211.150 57
209% 23 211.152 ~ 211.193 41
Etc. 24 210.x , 211.% 1
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S ANEEE 31 S1551 51300 82 011-1780-7901
3E 32 221.101 ~ 221,122 20
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Etc. 34 213.x 221.% 1
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I
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- 26 - The centerof Korea I 2
KNOM Tutorial 2011, Z-&ICHetn Global leading campus 7, .

N



Flow Format in KU-MON

KNOM Tutorial 2011, Zr2Icjstm

=
l'f\%

The center of Korea $
Global leading campus 7%, .

J'"



Flow format in KU-MON

NM Lab. http://nmlab.korea.ac.kr

» One-way flow
® a uni-directional sequence of packets that share the 5-tuple (according to Cisco)
" 5-tuple (SrclP, DstIP, SrcPort, DstProt, Protocol)

» Two-way flow

" one-way flow + reverse one-way flow

rwo-way-flow (bi-flow)—

- flow)— .
one-way-llow |—— Q
— )

+ Bi-directional flow
£ rtwo -way-flow (uni-fl
— 0| 9= Two-way flow format N PR R ey
¢ Uni-directional flow O O
— 0| gl= Two-way flow format
Header Header Header
Flow Data Flow Data Flow Data
Flow Data Flow Data
g Two-Way Flow Two-Way Flow
One-Way Flow (Bi-directional Flow) (Uni-directional Flow)
- - The center of Korea
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Flow format in KU-MON

NM Lab. http://nmlab.korea.ac.kr

0 16 32
SrclP SrclP
DstIP DstIP
SrcProt DstPort SrcProt DstPort
Protocol flag Continue pad Protocol flag Continue pad
Start Start
End End
dPkts dPkts
dOctets dOctets
syn fin rst ack syn fin rst ack
psh urg continue flag psh urg continue flag
One-Way Flow Format Start
End
dPkts
dOctets
syn fin rst ack
psh urg continue flag

gicysta

o =
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Flow format in KU-MON

» One-way - Two-way
> 89
" Flow 7 ZA2 QI8 24 25} 24
" Reverse Flow 42| &£0]
" Ozl &=0f gt e CHA
" Session CHR|o| M Tt > 2M HEHd s
¢ 7|Z& One-way 7|8F FX|
¢ Asymmetric-routing THE H 2t

How A U?
Good
What?
Good!!

5000

DDDDD

UUUUUUUU

One-way-flow vs. Two-way-flow

Il
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Header Coffelation

Multi-level Traffic Classification
System

Signature-based &4 A| AH
ad. Header A|1L|I1 B A AH
D. Statistic A|L|H EA A|AE
C. Payload A|JL|KH B A|AE

Behavior &4 A|AH

Flow Integration A|AEl

IV. Correlation 7|HF 2A4 A|AE
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Level 2 — Signature based
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Header Signature 7|t

1. Header Signature based EZjZl 2

20000 —
l, i [ 3=-tuple +
\\ l + +
v I +
Al T - D
z H
E i 77N
S 10000 1 SN B
E sl AR/
5 | : N T ¥
= +
¥ S
|
T
| + 1 C
| -
: : ;
8 | + i 3 + + +
1 2 3 4 5 6 7 8 9 18

Hunber of Application

1 Header

_________

Péﬁloa o Behavior =
Correlation

_________

13 SOt
TCP/UDP *E
Server/Client 25

!

ol

» IP-port 3-tuplel| #1& (IP address, port number, transport protocol)

" 13 IP-port
" 33X IP-port
" QA IP-port
" = IP-port

KNOM Tutorial 2011, Z-iCjstm

(Group A)
(Group B)
(Group Q)
(Group D)
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Header Signature 7|t

> S Ol
o_
" SlLo| 280 I™E™MO 2 A2 L= IP-port 3-tuple (IP address, port, protocol)
> o
" Transport Layer 3| HEOF 0| &
" S22 HFE

> FEUE

I< T duration

>

Candidate gi D D o Ei fixed
LAY Loy
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=
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Coffelation

Statistic Signature 7|tk

> Statistic Signature2| 4 9|
" OfZlof §f|ELt TN HEO 7|gor & Z2 -] /ot AN £
¢ packet size distribution(PSD), inter-arrival time, window size
» Packet Size Distribution (PSD)
" Packet Size: I Zlo| Ij|O| 2 E A 7|
" X 574 O|Lf Q| L[Oo|2ET} EXSt= TiZ(TCP HEF 12l X 2J)
= OrHfSE Flow
ee[9 |7 1[5 1[4 ][]
Host Host
[2][3 ][ 6 ][8][10]°°"
> PSD A|OLAH &E&
<application namei::aFreeca"> ) (606, -16, 20, -1460, -1460)
e e e <
<header trans_prot="tcp" /s>
<statistic pi1="686" p2="-16" p3="20" ph="-1460" p5=""-1460" distance_threshold="10"/>
The center of Korea
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Statistic Signature 7|tk

> PSD A| LA AHAS sty
Same process

centroid

T
>

distance
threshold *  PSD pattern
" PSDE st 59| =44t (centroid)dt H 2| g (distance)Z2 H A
" AL I=| o &
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Payload Signature 7|t Ll ©
> 0|O|2EE AL == A|AH

Payload Signature Generator]

Flow Data Collection Flow Grouping Extraction Signature Check Conflict

Flow Generation Identified Flow Best Sig Selection Selected Signature
Identify Process Grouping “ Extended LCS ] Check Sig Conflict]
i:r?l. } Packet Capture Grouping Rule Constraint Rule Valid Sig List
e |
> M=
= —
app-xml
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Flow Integration

» Flow Integration(FI)
= OFLtO| FlowO] CHSE U] Z7hA| A|AEIO| &4 Ay
. 2429 FR(Priority Policy) X &

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

NM Lab. http://nmlab.korea.ac.kr
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Lbacees Correlation |--==s==ss2sscsscsccscsscccssssscannad
. J
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Flow Correlation

> Correlation 7|Et M HIH =
" MH-Z2[0[RE 7|8t o 2tEtA
(Server-Client Correlation)
" SHAAZE 7|EE AR
(Time-based Correlation)
" SAE-SAE J|Hh AR

(Host-Host Correlation)

..............................................................................

.~
-~
-~
-~
-~
-~
-
-
-~
-~
-~
-~
-~
-
-~
-
e
-~

Application : A
Correlation Based

Application : A
Signature Based

Y

<Server-Client Correlation>

KNOM Tutorial 2011, Z-gicjstm

! Determined | Group A

Group C :: Group B

NM Lab. http://nmlab.korea.ac.kr

Group A

Flow —» (Determined)

Group C Group B |

..........................................................................

...............................................................

<Host-Host Correlation>

The centerof Korea _|f///
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Flow Correlation
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P25 H
> | H H A A _I : Clients Server !
[}
Correlation &AM AT E ; 5
: < T i
' A~ . ]
D i
] 3 Seel '
5 | s
L]
Intle;glqésvted Load Previous Result : A / E
: R ]
N ]
"o....................i........................-s E % Application : A :
. i L}
0 Load Gl ied 34uo) 1 Sel’ver-Cllent i Correlation Based :
’ » Load Classified 3-tuple lati ! A o '
! Correlation ' N !
2 [ Sutututiedaiiatiaidiaddiaddiiaditdiiditb ittt .
: ¢ E E Time E
. e ' L
: Classify l_JncIassmed ; Application : A ' !
() Flow using 3-tuple g ' Signature Based ' ceoe ceoe ceoe cee !
‘~_-----.-------------.L........................." e : '
cocococopocsccssccccccoes cocococcccrcrsscococccooee (]
‘O ] ~\‘ E L 1 L ] L ] :
H Load Previous Result 2. Time-Based ! E A B c E
. L Correlation ' ' '
L} 0 ' ]
0 . ] Group A Group A :
! Classify Unclassified | i e : {DAternes) '
[ Flow using IP, Time Y ' ‘
4 (]
‘5-------..............t.......................a' : :
cococcocopocccccccccoee cocococccccscsccccsooooooee (]
" 3 HOSt'HOSt .‘\ E Group C Group B Group C Group B :
H Load Previous Result : 8 ' ceccccccccccccceee - H
. Correlation ¢ ' : '
' 4 H
, I ; i ————)  « — |
] Classify Unclassified Correlation H H o666 :
H Flow using ScriP, DstIP Flow ' ' - '
‘5------.----------....#.......................a" : :
. DY O
N (]
Yes ' '
Exist New Classified S @ B R % '
' Host h < Host '
' () '
! (]
' (]
H (]
' (]
' (]
' U
S -
A
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AKX -8 = (Distributed-to-min)

TCS : Traffic Capture System

TAS : Traffic Analysis System
TMA : Traffic Measurement Client
TMS : Traffic Measurement Server
TVS : Traffic Verification Systemn
TCD : Traffic Control Device

ra
[

P 0 =t
Distribution
) Fal
I I
I I
: el
i <« B
- = . = 2=
! - 5 % s | [ =FII=E ]
° ; B s =" Bahavior &) { HAH IS 24
s —t Payload | — = =
Preprocessor | ‘== 2 | Correlation [ DNS =22 ]
l l
I I

ﬁ
Raw Flow

- - I
Enterprise
Network
Classification Control
Result Analysis
@ @ @ Overall
Architecture
non-TMA non-TMA non-TMA
f
I
I
: Al B' "“\: Accuracy, Completeness >
I Answer % Classification Speed
L TMA TMA TMA Flow
———————————————————— VS Performance
Measurement
- 42 - The center of Korea If//?
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AN -8 (All-in-one)

TCS : Traffic Capture System :
TAS : Traffic Analysis System All-in-one
TMA : Traffic Measurement Client

TMS : Traffic Measurement Server
TVS : Traffic Verification Systemn Header
TCD : Traffic Control Device

Preprocessor Correlation

.Enterprise Raiw Pkt
Network

Classification Control

Result Analysis
8L E
Architecture

non-TMA non-TMA non-TMA

|

' |

' |

Accuracy, Completenes

: - L, AlEl— [Rs EEEEEII Sy
| | TMA Log o . Classification Speed

' |

' [

TMA TMA TMA Flow N
———————————————————— VS Performance
! Measurement
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« A|Z1L| X (Signature)

e All-in-one A|AEIO| M

=47 B 2R/ 24

=
o

=
—

S
o
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Al BB X
= 31 1
> MEEH
" All-in-one A|ABIO| HAXN Ol Z2F =2H0l
" XH AR 27 21t HWE Sot ¥ 12[F ds 83

9'1. 3
1=

=
|_',J_

d
—|:|
H>
R
0%

=
JEAC YR

o SHLY T

=

= =
SME Y

ot

= 5%

+ Header, Statistic, Payload, Behavior, Correlation
o X[H Al H| W

Il
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Signature

> ALK T

Application Process Signature
Header o 7 44,812
Statistic 114 181 3,714
Payload 149 : 835

> ALY S& B X

Rank Header Statistic Payload
an
App. # Dist. App. # Dist. App. # Dist.
1 torrent 33,510 74.78% melon player 366 9.85% donkey 40 4.79%
- 6.499 - f afreeca .
3 fasoo drm 1,226 2.74% windows 224 6.03% windows live 29 3.47%
4 windows 1,176 2.62% cymini 187 5.04% windows 27 3.23%
5 nternet 770 172% |gretech_gomplayer 181  4.87% estsoft_alsong 25 299%%
explorer
skype 277 0.62% alwil software 165  4.44% nateon a1 DR
nateon 100 0.22% internet explorer 147 3.96% | gretech_gomplayer 20 2.40%
Total 44,812 100% 3,714  100% 835  100%
- 46 - The center of Korea -lf%
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TECERE PRS-

> B AEH|E L EYS

Bandwidth Bandwidth
Location Verification
(average) (peak)

24y 100Mbps 350Mbps
2 Y I=AD 250Mbps 1,400Mbps No
3z 22 Mbps 84 Mbps No
4  Zotary 250 Mbps 485 Mbps No

" All-in-one A|AEIO| X|= E|AE H|E = n2{CH(7|=AD

> A|AEDAFQS

Dfcy sty e R

CPU Intel Core2 Quad Q6600 2.4G Intel Core i7 930 2.8G
Memory 4.0G(ramdisk — 2.0G) 12.0G (ramdisk — 8.0G)
Linux CentOS 5.5, 2.6.18 CentOS 5.5, 2.6.18
- 47 - The center of Korea If//
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All-in-one (7| = Al)

» CPU Usage o5& 3=0| Z12}= (8 cores by hyper-threading)

250.00%

200.00% 1

150.00%

100.00%

50.00%
“‘__-—.l-————-——___—_.
0.00%
O 0 O O O O 8 O O O 8 O O O O O 8 O 8 O 8 &8 & O
SELLLL L LSS O oSS
e |JS@r e System  ==—==Total

» Capacity o} 0| dgl|=

Session Bandwidth
-BE -BEE
-BE -BHE

3
| 4
=
i

MM

i
M
4

— = IS =
-EE AL 4 o A p VN B
= T =
-HT -HT

O O 0 O 8 &8 O 8 O O &8 O 8 O O 8 O8O 8 &8 O &8 &8 & O
S O O .0 O O OO0 0 O ©..90 o090 © O O Q0 O 00 Q0
TN AT Y W G AT B T O N 000 W KDY K80 KT WD WD S A A A

e Session === Bandwidth (Mbps)

- 4 8 - The centerof Korea WIM,/&
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All-in-one (7| = A})

KNOM Tutorial 2011, Z-gicjstm

> &5 H|AE - CPU Usage & Capacity
CPU Usage .
Bandwidth Session
User System Total min
Min 20.30% 3.51% 26.87% 267.85 Mbps 17,799
Max 209.03% 96.18% 223.42% 1351.70 Mbps 126,353
Average 96.48% 9.08% 105.56% 1061.93 Mbps 56,971
» CPUY Usage (for total system)
CPUO |CPU1 | CPU2 |CPU3 |CPU4 |CPU5 | CPU6 |CPU7
Min 1.50% 1.28% 1.15% 7.98% 0.97% 8.93% 1.88% 3.60%
Max 3242% | 2643% | 2607/% | 37.65% | 25.53% | 37.98%| 23.43%| 35.08%
Average 11.73% | 11.36% | 1250% | 24.16% K 1247%| 2438%| 1148% | 17.32%
e centeror Korea |f/}){‘
) 49 ) ETobaltleatsz(ngcampus &
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All-in-one (7| = A})

> QIO ML HAE
" Ofe: 7|5 Ar ECl E(pcap L)
" 7|ZF:2010-12-13 01:00 ~ 2010-12-13 01:59 (1A|Zt, S F = 7% &2 O
o Z X}X|)
" Moy 2 ool 600 LU S BAYHE AlZHSH
" I:H(lzil;:"; EQI A-”AI_ _Jlk_ Bandwidth
Session (Mbps)
-EE -EE
-EE EE
s w 5z
HE HE
B e o e e N S B E S s s e LA B B S e L e e e s e e s e e e e HE
1:.00 1:10 1:20 1:30 1:40 1:50
—Session ===Bandwidth
The centerof Korea
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All-in-one (7| = A})

> QIEP0l A= HAE

KNOM Tutorial 2011, Z

CHA : 7| Al E2ff & (pcap L&
7|7t : 2010-12-13 01:00 ~ 2010-12-13 01:59 (1A|Z}, BI2 = JIAt =2 [}

|0
Bl
X
Of
rr
>
N
%
Il

. 2 CHQ| 607} Q| mH
s)

= Fxecution Time

- 51 - The centerof Korea

()

CHetw Global leading campus 7.

R

NN



Header

» Completeness

NM Lab. http://nmlab.korea.ac.kr

Date

2Kt

2010-10-12
2010301/
2010-11-24

Flow

6.47%
6.20%
10.84%

3k} 2Kt

Packet

12.53% 6.96%
12.41% 4.13%
17.24% 8.74%

Byte

EPN; 2K} 3K}
9.86% 6.23% 8.86%

11.36% 3.51% 11.36%

10.68% 7.66% 9.36%

100.00%
90.00%
80.00%
70.00%
60.00%
50.00%
40.00%
30.00%
20.00%
10.00%

0.00%

2010-10-12

2010-10-17

2010-11-24

= - - B = =g | B

= Flow(2X})

® Flow(3X})

Packet(2X}) m Packet(3%}

Byte(2X}) = Byte(3X})

KNOM Tutorial 2011, ZICHEtw
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Header

NM Lab. http://nmlab.korea.ac.kr

» Accuracy
Flow Packet Byte
Date T
2% = 2%t A
2010-10-12 100.00% 99.95% 100.00% 100.00% 100.00% 100.00%
2010-11-24 100.00% 99.99% 100.00% 100.00% 100.00% 100.00%
2010-10-12 2010-10-17 2010-11-24
100.00% -
99.00% -
98.00% -
97.00% -
96.00% -
95.00% -
94.00% -
93.00% -
92.00% -
91.00% -
90.00% -
® Flow(2X}) = Flow(3%} Packet(2X}) m Packet(3%} Byte(2X}h) = Byte(3%X})
- B3 - The centerof Korea ;"'"//é

KNOM Tutorial 2011, ZICHEtw
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Statistic

» Completeness

NM Lab. http://nmlab.korea.ac.kr

Flow Packet Byte
Date
2010-10-12 14.59% 23.20% 29.05% 33.37% 32.93% 35.63%
20101017 | 22.12% 31.43% |  28.80% 32.92% e
2010-11-24 19.77% 33.99% 23.22% 27.59% 25.44% 27.62%
2010-10-12 2010-10-17 2010-11-24
100.00%
90.00%
80.00%
70.00%
60.00%
50.00%
40.00%
30.00%
20.00% -
0.00% -

= Flow(2X})

KNOM Tutorial 2011, ZICHEtw

® Flow(3X})

Packet(2X})

1 Packet(3X})

_54 -

Byte(2XH)

= Byte(3})

The centerof Korea 3
Global leading campus 7.

“ny



Statistic

NM Lab. http://nmlab.korea.ac.kr

» Accuracy
Flow Packet Byte
Date
oA - =

2010-10-12 99.57% 99.28% 99.76% 99.33% 99.81%

2010-10-17 98.80%

2010-11-24 99.24% 99.38% 99.54% 99.78% 99.59% 99.84%

2010-10-12 2010-10-17 2010-11-24
100.00%
99.00% -
98.00% -
97.00% -
96.00% -
95.00% -
94.00% -
93.00% -
92.00% -
91.00% -
90.00% -
® Flow(2X}) = Flow(3%} Packet(2X}) m Packet(3%} Byte(2X}h) = Byte(3%X})
- 55 - The centerof Korea ;"'"//é

KNOM Tutorial 2011, ZICHEtw
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Payload

» Completeness

Byte
Date
27 = 37 2K} =
2010-10-12 68.67% 68.67% 72.60% 72.60% 72.39% 72.39%
jj 70.59%  70.59%
2010-11-24 63.17% 63.17% 79.78% 79.78% 81.35% 81.35%
2010-10-12 2010-10-17 2010-11-24

100.00%
90.00%
80.00%
70.00%
60.00% -

50.00% -
40.00% -

30.00% -
20.00% -

10.00% -

0.00% -

© Flow(2X}) = Flow(3k}) Packet(2X}) m Packet(3X}) Byte(2X}h) = Byte(3%X})
- 56 - The centerof Korea ;"'"//e
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Payload

» Accuracy

Date
Sk

2010-10-12 99.32% 99.32% 98.98% 98.98% 99.19% 99.19%
it 97.62% 97.62% 92.35% 92.35% 91.43% 91.43%
2010-11-24 98.38% 98.38% 96.63% 96.63% 96.45% 96.45%

2010-10-12 2010-10-17 2010-11-24

100.00%
99.00% -
98.00% -
97.00% -
96.00% -
95.00% -
94.00% -
93.00% -
92.00% -
91.00% -
90.00% -

® Flow(2X}) = Flow(3%} Packet(2X}) m Packet(3%} Byte(2X}h) = Byte(3%X})

5 7 The centerof Korea :'“'"'l/é-
KNOM Tutorial 2011, Z-@IClstm Global leading campus 7,
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Correlation

» Completeness

Flow Packet Byte

Date

2010-10-12 81.64% 91.48% 86.83% 96.10% 84.58% 97.81%

2010-11-24 73.71% 88.53% 79.04% 90.94% 80.45% 92.04%

2010-10-12 2010-10-17 2010-11-24
100.00%

90.00%

80.00% -
70.00% -
60.00% -
50.00% -
40.00% -
30.00% -
20.00% -
10.00% -
0.00% -

® Flow(2X}) = Flow(3%} Packet(2X}) m Packet(3%} Byte(2X}h) = Byte(3%X})

5 8 The center of Korea :‘"'w/é-
KNOM Tutorial 2011, Z-@IClstm Global leading campus 7,
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Correlation

» Accuracy
Flow Packet Byte
Date i R
2010-10-12 97.01% 97.75% 97.84% 97.85% . 97.92%
e 95.40% 95.92% |  96.89% 97.27% 96.41% 96.97%
2010-11-24 96.88% 97.02% 95.12% 95.59% 94.03% 94.79%
2010-10-12 2010-10-17 2010-11-24
100.00%
99.00%

98.00%

97.00% -
96.00% -
95.00% -
94.00% -
93.00% -
92.00% -
91.00% -
90.00% -

® Flow(2X}) = Flow(3%} Packet(2X}) m Packet(3%} Byte(2X}h) = Byte(3%X})

5 9 The centerof Korea :'“'"'l/é-
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AOLE X

2 zio| £

NM Lab. http://nmlab.korea.ac.kr

7|Z=0| OlF il Ezjm

" HTTP : 25%, ETC: 70 %

¢ ETC > 38 1Re ZE2EE
7Zteg

_I

o

o it = = Ir
IR Z2EZO &4 E82

Internet Traffic Protocol Distribution(2011/04/04 - 10)
80
70
60
50
g
L]
2
2 40
L
e
[
o
30
20
10
0 e — !L
HTTP HTTPS FTP IMAP IMAPS POP3 NTP SMTP SNMP SSH DNS ETC
WFlow 25.80 1.67 0.01 0.02 0.01 0.02 0.49 0.55 0.33 0.08 6.59 64.43
W Packet 27.40 0.99 0.13 0.03 0.03 0.02 1.44 0.16 0.45 1.20 0.35 67.80
W Byte 26.51 0.60 0.15 0.02 0.03 0.02 0.16 0.03 0.05 1.42 0.06 70.95

KNOM Tutorial 2011, Zr2ICjstm
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" HTTP: 70%, ETC: 27%

¢ AOIEXO| 2820| HTTPERZEZS
HTTPZ £3F 289| XML, JSON

Ex :

SOl AfH|A
H

)
o

+ HTTPO| EA0| @

80

50 |

Smart Phone Traffic Protocol Distribution(2011/04/04 - 10)

g
b
2
£ a0
3
]
a

30

20

10 |

0 -

HTTP HTTPS FTP IMAP IMAPS POP3 NTP SMTP SNMP SSH DNS ETC

mFlow 45.74 11.07 0.01 0.16 0.03 0.06 0.06 0.09 0.01 0.91 28.64 13.23
mPacket  66.57 6.00 0.00 0.22 0.03 0.08 0.00 0.07 0.00 0.10 1.30 25.63
mByte 69.79 2.15 0.00 0.13 0.03 0.06 0.00 0.02 0.00 0.01 0.27 27.55

KNOM Tutorial 2011, ZH2ICH
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Stul
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2O0EE Edfy
> ZEog iy 2x
" AQEE
« EER G IiZ

o HTTPO|| 7|El O|&

o 107§ O|5}2| m{Zl
Small Web contents
Application Data

" 7|1E9 U
o 1074 O|5}
P2P

> 2T HIO|EE X%
" ADEE
o T2 HO|E 1
o HTTPO| 7|t 0|2
+ 128H}0|E 0|3}
HAIXES 715
" J|EQl 2l
+ 128H}0|E 0|3}
P2P

KNOM Tutorial 2011, ZIC|Em

NM Lab. http://nmlab.korea.ac.kr

100
90
80
70

60

CDF

50

40

30

20

10

----------------
-----
-
-

= = ==S5mart Phone Traffic

Internet Traffic

40 50 60 70 80 90
Number of Packets

100

CDF

Bytes per Packet Distribution(2011/04/04 - 10)

===-=5mart Phone Traffic

Internet Traffic

64 164 264 364 464 564 664 764 864 964 1064 1164 1264 1364 1464
Bytes
I
- 63 - The center of Korea ly/é
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AH E H nl =2 H{EH
» HTTP User-Agent2| =280k
" HTTPO| User-Agent &=
o MHIAXSYEOM S22 HE
— AIEA EE THE FH
» ALEXEQ| 7|7] HHE
» Bt HE 55
» AR Webkit L2t
o ANH = ClHO|A 2hF0f 2| Aotz 2 IO X| XS 7ts
CHEOA 2] MH[A M-S
» CHE HiHE
» }HA 7| B DPI(Dots per Inch)
" AOIEZ0| A Q| User-Agent
+ \-Eot= 38 BEE7|&
¢ OfO|E Facebook &£ 9| User-Agent

User—Agent: FacebookTouch3.4 0S/4.2.1 ko_KR Carrier/KT Device/iPhone3,1 Safari/iPhone

s OIEZ20|E Safari XIS AIRS= & HEIR K

User—Agent: Mozilla/5.0 (Linux; U; Android 2.2.1; ko—kr; SHW-M180K Build/FROYQ)
AppleWebKit/533.1 (KHTML, like Gecko) Version/4.0 Mobile Safari/533.1

Il
- 64 - The centerof Korea 7
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aul =
AMH|AE Edfjy F& S
> Edig 2REHE
" ADIEE E3E 3
¢ OS fingerprinting
" HTTP E2fT ==
o HTTP User-AgentE £t 2=
— AMH{ IP, Port, String SizeZ E3 121

NM Lab. http://nmlab.korea.ac.kr

— LCS(Longest Common Substring)2 1 2|5 S £t 5 string(7| K E) ==
» &= string > AlH|2A Identification
" Non HTTP Egj&
+ = L =X =
¢ o EE O|8¢%t F7t &4
- olH Al2LHN £
» HTTPO[2C| EEF =k &M 7t R R EE N pmmmmmm e N
. Grouping | . LCS |
______________ . User-Agent @ User-Agent @ LCS Result
. Protocol Traffic Group (service name)
(_ldentification i [} | eeoeooo-
I—» HTTP —{ <2 String Match fmmmmmmmmme .
------------- Header
: Smart Phone Non :\_M?FE'_“_“_Q__,"
Traffic Trace ——> = e User-Agent Traffic ~ @ —
eader
R . Non Information
: 0S | |—> «
) ! HTTP
( fingerprinting |

_______________

- 65 -
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> Egjm E30|A
" o 2B
o NSt HELA
o 7 74, MH 52| °f 3¢
- _g_% PCI Laptop/ % AEII 7OI-

o Z|C{ 450Mbps

» StLtO| Bt EHE Solf 21 St

4//{

NM Lab. http://nmlab.korea.ac.kr

H}

=
o Hd

=
LI

Grouping LCS
User-Agent __ User-Agent | LCSResult
Protocol ¢ Traffic — Group (service name)
Identification : J. oo | e
HTTP 1 String Match

A ——— Header

Phone Matchin,
I Tmmc.rm:e—' _‘_’ Smant * Llser—ﬁg“:r?! Traffic | 1 ¢ ;
EmE—— | Nen Information

s P

fingerprinting

oL = A2E

O|Al, etc

of

—

2

-

Im AXRIX|A
» IfZ X|
AT E” - Internet >
Enterprise — L l-; — —_—
Network Packets Flows
iy Traffic Collection
3 System Smart-phone Traffic Traffic
Extractor Analysis System
() J' |
i
=
Desktop Desktop i - > \
— is
Smart-phone o
B . ] Classification
i N 0S Fingerprintor Result
e
s r\‘t/h (e Laptop
mart-phone
= Flow, Packet
Binary Data
I
The center of Korea /}'//ﬁ

s
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AMH|AHE Egjol 2= HFEH
—  — =1 LLTT ©O H
E EI E A Grm.,lping LC_S
> E2jT =3|0]A(cont) i
u ﬁnl-E;:_t% E%I- E% §ﬁ§ Py |de"[iﬁ°3ﬁ°n’—’ HTTP i String Match Fiader |
= — I Traffic Trace .—*s""‘m .Llser-ﬁgN:r?lTrall'l: Matching ;
o B8 PC LER, MU, ADIEE, Etc. LI o,
o o A fingerprinting
m 7t 2ld 79 6712 Efm AX
s £ 53 TBO| EFO|A
Month Host
(duration) Flows Packet Bytes (min)
January 6 9
(7 days, 10~16) 271 x 10 9.04 x 10 75TB 682.1
HEmEat e February 195x 106 11.23x10° 99TB 5202
12 1200 (n,21~27) X L0 X ' -
10 1000 (”M";rf%) 341x 105 10.07x10° 82TB  820.7
3 800 roril
=z ‘g’ pri 6 9
% ] | o0 § (1, 4~10) 234 x 10 10.45x 10 8.8 TB 980.5
: 4 - 400 : May 303 x 10¢ 12.18 x 10° 10.1 TB 876.8
—— (r,25~31)
2 ~&—host 200 June
(1 6~12) 282 x 108 13.33 x 10° 111 TB 1115.3
0 0 .
January February March April May June TOTAL
2011-01 ~ 2011-06 1339 x 10¢ 65.76 x 109 53.84 TB 825.5
- 67 - The center of Korea |f/}'/é
KNOM Tutorial 2011, ZreiCjstm S
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Grouping LCs

Pretocel . Us:r:ﬁgcenl - " Usgm-nzem ] [sﬁ:em}
. |dentification
N ON Flngerprlntlng = o — { fsung e
Traffic Trace — _tSn?r;l:ﬁcbm } "u;er-AgN:r?tTram: Maihi
- 41
‘ TCP/IPgl O'”E-I IO-IE Ol% Ir—-- [ — Won Inf'::ld:i;un ]
o _ fingerprinting
~ X7| EAS 98k SYN or SYN/ACK T{Z ~zzzd
=EHA & oot TCP/IP &l E=X| - |
e \
Smart Phone iPhone Android Windows Mobile  Symbian BlackBerry \ﬁ@ )
Cupcake
OS Version IOS 3.x Eclair W!nMo 6.1 SymblanOS BIackBerry /:7/___- 3-way Handshaking
iOS 4.x Froyo WinMo 6.5 SYN(4000 . ACKE 10013
Gingerbread W
. . _ - — - ACKL4001) J
OS fingerprintorJt &8 Jisst AQEZE 29 HIA
T8 winxP | win7 | winmo Aé‘g;?;d iPhone i0S |  Linux
IP Header Initial TTL 128 128 128 64 64 64
Nop Count 2 3 3 1 3 1
Timestamp X X X 0 0 0
SACK O O O O (0] O
Window Size Scale X (0] (e} (0] (0] (6]
TCP Header Window Scale Factor - 2 1 1 2 -
Window Size 65535 8192 65535 5840 65535 5840
Maximum Segment Size 1460 1460 1460 1460 1460 1460
EOL X X X X O X
S M A 3! e
68 The center of Korea lw}{-
KNOM Tutorial 2011, Z+cjstm &
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MH|AH EfjDl H2 diH
—_— e — =1 .TTI O H
— — x Grouping
> AO0EE Edi FE(cont) o —
" OIS ES AQERE EfjT Ex ’";:H;\ - —-:'é'_éii}éiq;i&'.ém ;
. inrg% EEHJT_L! Tm;n:E‘LFuﬂh_l - User-Agent Traffic
I fingerprinting | >
~ Flow (435 x 106) ==zl
— Bytes (1.59 TB)
— Host (53 /min)
o TN|CHH| B 28 H[E
~ Flow (2.6%)
— Bytes (2.7%)
— Host (5.8%)
Portion of Smart Phone Trafficand Host
10
2 —flow
8 ——packet //
7 T —byte /
% . = host
£ s L
£ /
3 /
2 /
1 s—/
0
January February March April May June
- 69 - The center of Korea _If//%

KNOM Tutorial 2011, Z-&ICH
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AEH E H il 52 2 H}EH

A-II:II—E —E -1 =TT O H

> ﬁDfEiE‘; EEHE’ —’F—%(cont.) - | B MM:,ET, WWE
" AOEE RGMHH 2 e

+ i0S, Android 1 mm_._ﬂ mit=—
o Android7|gt QUK K Q| Z7t2k0| iOS HLf 1 e ki 3

- 2OEEE Algate] 2Ee 2t

—

Smart Phone OS count
120
100 — m Windows Mobile
M BlackBerry
80 [ mSymbian
= W Android
3 60 —
o mios
40
20
0
January February March April May June
- 70 - The centerof Korea WIM%
KNOM Tutorial 2011, ZICfstn =

Global leading campus 7.«
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M| A E2)T 25w

Grouping LCs

» AOFEE HTTP User-Agent e ey pa—
_ Uil ) == T o e
" HTTP Egig +& e -
. . Traffic Trace ——— 1 ¥ User-Agent Traffic N -
¢ Payload 7|Ht2| Protocol Identification 1 S L ! -
fingerprinting - -

— HTTP A|2LHE
e dEz 7=
- AL AH jg=Set

Regular Expression

Eglo o=
HTTP 245 7= . AHTTP/AN.
o HTTP, Non HTTP &t AGET@HTTP/1\.
~ AODIEE EgfEo| 70%7t HTTPE T4 "POST@HTTP/M\.
NGET@HTTP/1\.
Acontent-length
2011/04/04~10 HTTP 2%
Flow Packet Bytes
Smart Phone HTTP Bytes
8.98 x 106 402 x 10° 337 GB 0.9GB, portion(2011/04/04 - 10)
Smart Phone (100) (100) (100) 1%
Non 4.77 x 106 135 x 108 102 GB o 28
HTTP (55.3) (33.7) (30.3) X
HTTI
6 -\ 235GB, Non HTTP
HTTP 4.11 x 106 267 x 10 235 GB i o
(45.7) (66.3) (69.7)
6.68 x 10° 273 x 10° 236 GB
HTTP + DNS (74.4) (67.9) (70.0)
- 71 - The center of Korea
KNOM Tutorial 2011, ZrICHstm Global leading campus
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MH|AS E

» AOFEZE HTTP User-Agent(Cont.)

" User-Agent, Non User-Agent Ez2jj &
User-Agent &I

o HTTPER|TZ =
HTTPEEH“'QI 99%7}
User-AgentZ

=—= O

H.u.l =]

A

011/04/04~10 HTTP User—-Agent 2%

= H}EH
TTT od

Traffic Trace —. - — Traffic

NM Lab. http://nmlab.korea.ac.kr

Group'ng LCS

’ L8 B B N | [
User-Agent User-Agent i LCS Result
Protocol I Traffic 1 ™ Group T 7 (service name)
Identification I 1
HTTP String Match
' " Header
Smart Phone | Non I Matching
User-Agent Traffic |
V== Header |

fingerprinting

| Non
HTTP
Smart Phone HTTP Bytes
0.9GB, portion(2011/04/04 - 10)
1%
101GB, ____

29%

HTTP
A 235GB, Non HTTP
N 70% =DNS

User-Agent Traffic Bytes portion

2GB, 1%

User-Agent

Flow Packet Bytes
Smart Phone 8.98 x 106 402 x 106 337 GB
(100) (100) (100)
Non 4.77 x 10° 135 x 106 102 GB
HTTP (55.3) (33.7) (30.3)
4.11 x 106 267 x 106 235 GB
HTTP (45.7) (66.3) (69.7)
User-Agent Traffic
4.03 x 106 264 x 106 233 GB
User-Agent (44.8) (65) (69)

(HTTP portion:98)

(HTTP portion:99)

(HTTP portion:99)

\ 233 GB, m Non User-Agent
99%

KNOM Tutorial 2011, ZIC|Em
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Ea|T 25 W
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= 1 Lot
> User Agent 1 Protocel Usei_‘r:gcenl _. _'I User-ngem l_' [ﬁm}
" | CSE E3%} ZE String2| Ye+sh L
xXxK=XXO O o) Traffic Trace — .—vs"""m + User-Acct Traffio Matching
xxS 9t Meapy i el -
fingerprinting HLI
" 183 7|E
+ Server Port, Server IP, String Size
" 245,3907l 2| Group 44 M
IP1 \ Port: 995 UA Siring Size : 31 | Igﬁg‘;‘;_‘;
I UL UA String Size: 98 |— foroup 2
P2 _
\ 1EstE User-Agentel =%
Fort : 4413
(Group 1)
IP1_995_31
User—Agent: HeyTell A2.0.3.234
User—Agent: HeyTell A1.0.1.234
User—Agent: HeyTell A2.0.3.234
IP, Port, User—Agent SizeZ 1 &3t= Group 1
- 73 - The center of Korea lb}'

KNOM Tutorial 2011, ZICHEtw
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M| A ST 25 uh

» LCS String Extraction ==

User-Agent User-Agent LCS Result
Protocol Traffic — Group (service name)

m L C SOEI_ __||_ E_l % |d_er't?ﬁ_cati°r"-_, HTTP <{ 7 String Match Header J
Header

Smart Phone Maon Matching
Traffic Trace ——— =" e * User-Agent Traffic
. os_'[:' | ,.?'FFP
¢ LCS problem
- FOFl & sequence X =<x1,x2,....xm>2} Y =<y1,y2,..,yn>

y
— X2t YQ| Longest Common SubsequenceE &= 2N
— Dynamic Programming & -&

' 3 6
+ Example i v o @ » (o)

— sequence X = <A,B,C,B,D,A,B>

0 i ) ) 0 0 0 0 0
— sequence Y = <B,D,C,AB,A> F F N ~
— ANSWER : "BCBA” 1 AJO 0 0 0 1 | <1 1
= T
AN
o) 3 0 i —1 | —1 1 2 | * 2
t t
3 @ 0 1 1 2
~ ) [
4 0 1 1 2
t Y 1
5 e 0 1 2 2
@ T T T
0 1 2 2
6 N f t
7 B 0 1 2 2
lig,
- - The center of Korea z
KNOM Tutorial 2011, Z-&CHsti 74 Global leading campus 7, .«
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M| A ST 25 uh

Grouping LCs

» LCS String Extraction(cont.) R p—
centmn [ e TEeee T ARIENED
u 7_||- User_Agent :]_E_ - LCS &II% smn’%m—- HTTP <{ String Match . s
o ZZtO|LCSZME MH22 BR 715 LT
(Group 1)
IP1_.995_31
User—Agent: HeyTell A2.0.3.234
User-Agent: HeyTell A1.0.1.234 LCS HeyTell A.0.234

User—Agent: HeyTell A2.0.3.234

HeyTell 22| LCS &1t
o HEQA L§of 0of2{ Versiono| 20| At =l B
— User-Agent?| CFz}
» ZA1}:Version™WEO| AlK| & ==

HeyTell A.0.234
o HESRIA L{of 5tLt2| Version2| 3&0| AEEl 8%

— User-AgentQ| Ct2 3}
— Version 82 & 135t

—_

27} 58

rin

FaceWorldcup/2.0.0 CFNetwork/485.12.7 Darwin/10.4.0

- - The centerof Korea
KNOM Tutorial 2011, ZrICHstm 75 Global leading campus
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MH[AE Ed|s £/ T8

Grouping LCs

» LCS String Extraction(cont.) e
eratoeaon [ Tmme T SRR {G—
[ | LCS 7E:| J_I_I. tent [ HITP & smngMatcn . s 7

o 245,390719| Group Of| A A|Z C}2 e

fingerprinting

MH[A F=F
- 2,325749| M= CtE MH|A& =&
— Service ldentification 7}
- HO|ZE AOLM 2N &E7ts

KNOM Tutorial 2011, Z+-ICH

- 76 -

No. User-Agent
1 MozilgeToeic
2 SpeedTest
3 AndroidSpeedtest
4 ElephantMarket
5 moreauFree
6 %ED%95%A0%EC%ID%B8%EC%ID%98%20%EB%EBIACKHECK%ID%BS/ o220 0|22
7 Do.*Premium ! O:LOaFD == =
8 PinkAge 22 = S
9 %ED%8F%AC%EC%BC%93%EC%8A%A4%ED%83%80%EC%ID%BC/ 2+ 0l
10 DaumCloud
11 WooriBudong
12 TET4
13 StockToday
14 Trend_Final
15 humorUniv
2325 iRollerCoastr

Iy,

The centerof Korea
Global leading campus
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LCS String Extraction(cont.)
" Service ldentified 4 1t

s Byte 75% O] 2 E(dns L3}
— Flow(78 %)
— Packet(73 %)
— Byte(75 %)

HIEH
o H

Protocol
Identification

NM Lab. http://nmlab.korea.ac.kr

HTTP

Traffc Trace ———» S

58

| Non

User-Agent
Traffic

- String Match

¥ User. ler‘
Ag 5 ’ I'Ieader

Grouping

_,  User-Agent
Group

Header
Matching

fingerprinting

HTTP

LCs

| @0 . ———

hd LCS Result
_I (service name)

Flow

75.95
74.83
77.58
77.60
79.58
81.46
77.83

Packet

75.21
76.28
74.63
72.21
72.77
69.50
73.43

Bytes

76.52
79.28
76.05
72.64
73.72
68.69
74.48

KNOM Tutorial 2011, ZreiCjstm

Completeness of User-Agent Identified
104 Completeness
95 | = Flow
= Packet January
90 |
Bytes February
@ 85 |
@ March
g
o 80 | .
b 75 «——_—_\
May
0 T~ June
65 | Average
60 *
January February March April May June

The center of Korea
Global leading campus
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M| A E20T 25 o

I

Grouping LCS

> Non User-Agent Z2{% (R
" User-Agent BHA|L|X| 42 ECfj & S L e o =7
V'S ol Hl‘&ll OI_I S o:l x—” X-” Ol X‘l EDI_ -6|-_:I TrarﬁcTrafei;. T,Tm H.?"mP LISErﬁgeanrall'm"’% o

fingerprinting

— Android hiThere 289°| E2%

192 168 .162 . 91 1 S8203 -- & -- 93 186 : ge [ ]

hSEP-ﬂgEHtT Dalvik/1.2.8 (Linux; U; Android 2.2.1; Desire HD BuildIFRGB3Dﬂ
Host: cs5029.vkontakte.ru

Connection: Keep-Alive

BREL) (286228 zN202 45 PR @21 24 <Difin%dF B 19c 2023 480* « e 2027w | 2+ B¥ B m25 23 <L
POST fhiThere/MLoverXmlController.jsp HTTP/1.1

Content-Length: 637

Content-Type: application/x-www-form-urlencoded

Host: app.hithere.co.kr

Connection: Keep-Alive

— HTC Streaming Play 82| E£2%

192.168.182_.91 : 56283 -- 6 -- 93.186. : g0 [ ]

GET /u33696362/audio/5f1c38e969c2.mp3 HTTP/1.1

[User—hgent: Dalwvik/1.2.0 (Linux; U; Android 2.2.1; Desire HD BuildfFRGSEDH
Host: ¢s5829.vkontakte.ru

Connection: Keep-Alive

78 The center of Korea If//
KNOM Tutorial 2011, ZrICHstm Global leading campus e
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Al EHE| HE HbH
MH|AE Efjjg] £/ 89

Protocol
Identification
HTTP 1 String Match
Header
I\Jalc:hingr R
Y, Header

> SHEEE 0|8% FIEN
" User-AgentEZfTIO|M | E == e e
Os T’Tﬁe PHEFP User-Agent Traffic =

o TEEFH FEHOIE
Non HTTP, Non User-Agent 24 7t&

Header Information

Smart Phone traffic /\
’/// ‘\\\ Header

/ HTTP Traffic
/ User-Agent Traffic / \ .
Non User-Agent Traffic Signature

Identified
By Non
User-Agent Traffic €~——

User-Agent
Header Information
Matching

-

Non HTTP Traffic

Application Specific Protocol Traffic

The center of Korea
Global leading campus

- 79 -
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Al EHE| HE HbH
MH|AE Efjjg] £/ 89

Protocol
Identification
HTTP 1 String Match
Header
I\Jalc:hingr R
Y, Header

> S|IHEEE 0|83t 724 (cont)
" User-AgentEZfTIO|M | E == e e
Os T’Tﬁe PHEFP User-Agent Traffic =

o Example
Melon : Music Streaming Service Application

1. Server |IP extract By User—Agent Traffic

User-Agent : Melon
.l l ﬁ

Melon Server

Melon Server IP

Header
Signature

Melon Application Protocol Traffic

t l
2. Apply Header Information to Application Specific Protocol Traffic
iy,

The center of Korea
Global leading campus

"”m\\
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LCs

., UserAgent | LCSResult
Group (service name)

Grouping

> SIHEEE O|8¢t 7tz 4 (cont) o —
[ 'é'ﬂ |_-__| A| il |_| j(=| :I_ug entfester. HITP | iSting Match - J
o MMELCS Z1tol Zt 1 &9 B s S 7
MEE 7|02 My
/ Group 1 LCS Result Group 2 LCS Result \
IP1_995 31 String IP1_4215 57 String
\[ [ IP 1 ]——[ Port }—[ Service Name ] [ [ IP 2 ]——{ Port }—{ Service Name ]] j
\ \
o 84| BEfo| WD Pz —
- 2 3E gZ|AE » IF 1, Port > IP 2, Port
— 7_||' QA L Service Mame J L Service Mame
» IP
» Port H'EF'SH > IP 3, Port
» Service Name Table Service Name
> IP 4, Port
Service Mame
- 81 - The center of Korea lfly/é
Global leading campus 7, .«
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— = —=FLi= o
i = —t X H Grm.,lping LC_S
> O-Il E-I XC-)l EE Ol % ol—l- _|_7|-_|—'_&|| (Cont’) Broiocai Usei_r:égcenl _';_ Usémgem _’ [':\::M,
| '6.” El Al :I_ |_| I:I ;l_ AC-)i 7E:| I|_|- Idenmcatm,—- HTTP <{ 1 String Match — |
> " Traffc Trace ———» STarEane * UserAoem Tratfc a.c_ = =
o 540058 ool 5 AL M T -
o AALHC F2d
— SHIPO|M StLte| MH[ARE K SSt= IP & SIE A|ALMZ ALE
Number (.)f foerlng Server IP count Distribution C.um.ulat!ve -
App|ICatI0n Distribution Server IP count per Application
1 29397 65.25 65.25
2 5666 12.57 77.83 0o
3 2919 6.48 84.31 oo |
4 1878 4.16 88.48
5 1371 3.04 91.53 gmm’
6 1054 2.33 93.87
7 801 1.77 95.64
8 610 1.35 97.00 1o
9 420 0.93 97.93 o |
10 274 0.60 98.54 I I
11 188 041 98.96 ’ 1234::'.I;;1-03:11_21_31_41_51_61_71_81_92_02_1222_3242_52_6272829303132333435363_7
37 1 0.002 100
liy,
- 82 - The center of Korea z
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M| A E2T g2

3
0

> -6-” E-|IC->IE% Ol-g--él-_l- $7|-_E_&|I(C0nt’) ~Brateea " . Lb::;?g:nl [ing us;r:&em _’{ﬁm
" MAE Y AIDLNO HE P eyl -’“'““?"“ij
o 7|=Q| User-Agent + 8| G A|L|A o s
' fingerprinting

- BT HIO[E7.3%° 24 & &Y

Bytes Completeness Improvement
using Header information
100

m User-Agent
95
m User-Agent + Header

90

' Completeness Flow Packet Bytes
Janua 79.17 82.02 84.23
Y (+3.2) (+6.8) (+7.71)
I 78.22 81.58 85.18
% , , | | , February

Completeness
~ ~ ®
o w =}

@
@

p— (+3.3) (+5.3) (+5.8)
March 81.07 80.35 82.09
Completeness Improvement (+3.4) (+5.7) (+6)
12 o April 81.52 80.92 82.52
o —packet (+3.9) (+8.7) (+9.8)
AN —aytes May 83.47 79.72 80.55
5y, 8 (+3.9) (+6.9) (+6.8)
i June 85.25 77.29 75.94
st (+3.8) (+7.8) (+7.2)
£E9 — Average 81.5 80.3 81.8
N J (+37) (+6.9) (7.3)

0

January February March April May June
83 The center of Korea lf///
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TN

SINEE 0|83 =T7FEM( ) i
j;> C)” [21 CD'Eii = () o L_} "F':7 ™ (:CJr]t' User-Agent User-hgene
Protoco_l Traffic [ICI'U‘IC. name)
T7|- _II__&IlEl_l E H-lil OO:IE l—’ HITP StnngMat_ch__- Header -
R — _’smr:‘;fr- IuSerAgenzTralrm I tictg
L f-Nm-| - - i I'Ieader
ﬁngeﬁ:?inlirg - P_'
- E|=||||O|'9'<'5 HO|E |
o User-Agentd HA|L|X| A2 SEfO| EC| &
— NateVideo
163 152 232 121 : 57425 -- 6 -- 211. 115 8@ [ D]
== ip:211.115.11.217 == [== reg: NateV1deo[ )
GET /OApi/RestApi/CY/200118/wap_pims_diary_mydiary_write_cyphone/v1?folder.
Authorization: OAuth
Host: openapi.nate.com
Connection: Keep-Alive
(User-Agent: Apache-HttpClient/UNAVAILABLE (java 1.4}
le-Connection-Type: WiFi
X-Dsid: 219858543
X-Apple-Client-Application: Software
Accept: */¥
Accept-Encoding: gzip, deflate
Connection: keep-alive
oz 0 = H"'l-i'é‘ HO| E HJTLI
o ACK, FIN mjzl8F =X|5}= A E[o| Ej=
— kakaotalk
163.152.234.167 : 57674 -- 6 -- 283.246. : g8 [ ]
> 11.28->11.28 [ ©.88sec] [ 1p 78b] => [ e][ ]
< 11.28->11.28 [ 8.00sec] [ 1p 76b] => [ e©][a [ ]
== 1p:203.246.172.34 == (z=_reg:kakao.*talk ]
|
- 84 - The center of Korea f/}'
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Grouping

User-Agent _' __
Group

= oy . =
> o-”E-I -IE Ol%?—l- _r7|-_|—l_&||(cont.) Protocel Traffic
. N N _ Identification ':StnngMat_ch__- £ = == —— -
. T—r&ll Ol-xl %?—l- EEH Ji! Traffic Trace — . SmarEhore N ; I'\:-';::ﬁ‘rg :
— [ R gmm— .”“_“g_”_"J -- toer
Ef 0| ALY H|HA Egfm R B
— Ojlfst MH|Ao| ECfE QX EHYE =7t
» H[™a EFX| 202|150 o5 & 7=
o
e 32 17O EZfjH
- dgMHA ngo meEs EX Tg
» B HY Torrent
6 -- 121.96.145.59 : 44466 [ D]

163.152.233.179 : 61363 --
lBitTorrent protocolllBitTorrent protocol

o M2E MH|A| ERju
— User-AgentE HA|GHA| 242 Egj &
» HTTP ZE O|Q|o| CIE TE ZALER

-85 -
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2 24

74
=0 X = =1
> EE gy =9
" HIO|E Top 15
o Heavy Traffic
— Graphical 2|9 8&
— Streaming, Application Download, Web, 7|E} &
User-Agent(Regular Byte
Expression) Flow Packet (GB) Byte Portion
1 Safari 10630677 418372759 297.19 27.17
2 iTunes-iPhone 655350 202191638 208.48 19.06
3 AppleCoreMedia 571087 156647675 152.85 13.97
4 NaverWebtoon 65660 64050415 69.05 6.31
5 iTunes-iPod 138100 33675748 36.16 3.30
6 Stagefright 9776 22801266 22.28 2.03
7 OpenCORE 12032 20740790 21.13 1.93
8 NHN iPhoneApp 13747 16261237 16.15 147
9 Firefox 267076 17535726 14.68 1.34
10 AndroidDownloadManager 22992 13631963 14.17 1.29
11 Android update 109890 11971080 11.68 1.06
12 Smart Daily 12542 7602744 7.67 0.70
13 MelOn 2818 7096457 7.45 0.68
14 iBooks 27577 5664006 5.64 0.51
15 GO 115427 6107661 4.81 0.44
- 86 - The center of Korea lfk
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+ Heavy Session
CHEA AR &2z Qo o MUE(FPIRESR) &2 T Y

» AMHEQT ALol 88

User-Agent(Regular Byte
Expression) Flow Packet (B) Flow Portion
1 Safari 10630677 418372759 297.19 49.71
2 CaptiveNetworkSupport 1196403 13223980 1.73 6.02
3 iTunes-iPhone 655350 202191638 208.48 3.29
4 AppleCoreMedia 571087 156647675 152.85 2.87
5 Kakaotalk 488620 7353698 291 246
6 Chrome 334471 14663486 1143 1.68
7 Firefox 267076 17535726 14.68 1.34
8 freeapps 182909 4244111 2.76 0.92
9 iTunes-iPod 138100 33675748 36.16 0.69
10 Wit 129293 2436841 1.2 0.65
11 GO 115427 6107661 4.80 0.58
12 Nhnsearch 96889 975586 0.12 0.48
13 HiThere 78168 1628387 0.85 0.39
14 Installous 77269 3659408 3.01 0.38
15 iPhoneMinihompy 76924 1220431 048 0.38
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Web Browser(safari, opera, skyfire, dorothy)

" Messenger(kakaotalk, navertalk, daum, ebuddy)

" Social(twitter, facebook)
" Market(appstore, android market)

NM Lab. http://nmlab.korea.ac.kr
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NM Lab. http://nmlab.korea.ac.kr
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NM Lab. http://nmlab.korea.ac.kr
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— web > market > messenger > social
Total Web Browser Messenger Market Social
January 2.1 1.5 0.2 0.5 0.1
February 1.6 1.1 0.2 0.3 0.1
March 8.2 5.0 1.4 1.5 0.3
April 11.5 5.3 1.9 4.6 0.5
May 13.1 7.6 1.6 3.1 0.7
June 16.4 8.1 1.9 5.8 0.9
Average 8.8 4.8 1.2 2.6 0.4
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NM Lab. http://nmlab.korea.ac.kr
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